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Abstract—This paper presents efficient hardware
circuitry for point doubling using square algorithms of
Ancient Indian Vedic Mathematics. In order to calculate
the square of a number, “Duplex” D property of binary
numbers is proposed. A technique for computation of fourth
power of a number is also being proposed. A considerable
improvement in the point additions and doubling has been
observed when implemented using proposed techniques for
exponentiation

I. INTRODUCTION

RSA and ECC (Elliptic Curve Arithmetic) are the two
major standards used for public-key cryptography [1,2]. The
key length of the RSA has increased over recent years and
this has put heavier processing loads on application using
RSA. Nowadays, ECC is emerging as a new generation of
cryptosystems based on public key cryptography as it offers
equal security for a smaller key size thereby reducing
processing overhead [3,4,9,10,11,12]. The benefits of ECC,
when compared with classical cryptosystems such as RSA,
include higher speed, lower power consumption and smaller
certificates, which are especially useful for wireless
applications. The major time consuming arithmetic
operations operation in ECC are point additions and
doubling as exponentiation operations like square, cube and
fourth power occur in these operations. This paper presents
efficient hardware circuitry for point doubling using an
algorithm for computation of square and fourth power of a
number from Indian Vedic Mathematics.

II.  ELLIPTIC CURVE ARITHEMTIC

An Elliptic curve is defined by an equation in two variables,
with coefficients. The variables and coefficients are
restricted to elements in finite field, which results in a finite
Abelian group. The most important elliptic curve equations
are y+xy=x+ax’+b (Weierstrass equation in GF(2m)) and
y*=x’+ax+b (Weierstrass equation in GF(p)). Figure 1 gives
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the hierarchy of arithmetic operations involved in the elliptic
curve arithmetic [4,5].

’ Multiplication of a point P = (x,y,z) on the elliptic curve by a scalar M ‘

] Elliptic Curve Point Additions and Doublings \

’Addition, Subtraction, Multiplication and Left-Shift (all modulo a large integer prime)‘

Figure 1. Elliptic Curve Arithmetic Hierarchy

Thus, it is evident from the Fig.1 that point additions and doubling are the
prominent operations in ECC.

A. Point Doubling (Using Projective
Co-Ordinate System)

In the GF (P), the point doubling can be represented as
follows

Input: Pi = (X1,Y1,21)
Output: Ps = (X3,Y3,23)
}\1 = 3_-51-]_2 + C[Zf, }\2 = '-1_-_31-1};12,
Xz =A% —2A, Zy=217,
Az = 8YE, Ya=A1(Ao— Xz) — As

Return (X3, Y3, Z3):

Each elliptic curve addition and doubling requires a fixed
number of modular multiplications, square, additions, shifts,
and similar basic arithmetic operations. The actual number of
these operations depends on the way the curve is
represented; usually it is the multiplications, squares and
fourth power operations that dominate the running time and
running time will scale exactly with the number of arithmetic
operations needed. Thus, it is evident from the above
algorithm that square, cube and fourth power computation
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are prominent operations in the computation of the point
doubling, and efficient exponentiation architectures will
significantly improve its computation time. In order to
satisfy this need, this paper proposes a novel square and
fourth power computation algorithm based on Vedic
Mathematics and their hardware realization in the point
doubling circuitry.

III.  PARALLEL SQUARING UNIT

In most of the computations, the multiplier unit is used to
compute the square of an operand. Since square is a special
case of multiplication, a dedicated square hardware will
significantly improve the computation time. A parallel
square unit was proposed in [7,8] having faster area and
lower latency time. The partial product array for the
multiplier shown in the upper half of Fig. 2 is efficiently
reduced to perform square operation as shown in the lower
half of the figure below by combining the equivalent
terms. Thus, there is a significant reduction in the partial
product array of square, making square hardware much
smaller than multiplier.  Furthermore, square can be
computated much faster than square.

85 {{4

Figure 2. Square Algorithm proposed in [7,8]

IV. PROPOSED SQUARE ALGORITHM

In order to calculate the square of a number “Duplex” D
property of binary numbers has been proposed. In the
Duplex, we take twice the product of the outermost pair, and
then add twice the product of the next outermost pair, and so
on till no pairs are left. When there are odd number of bits
in the original sequence there is one bit left by itself in the
middle, and this enters as such. Thus,

1. For a1l bit number, D is the same number i.e
D(X0)=XO0.
2. For a2 bit number D is twice their product i.e

D(X1X0)=2 * X1 * XO0.

3. For a 3 bit number D is twice the product of the
outer pair + the e middle bit i.e D(X2X1X0)=2 *
X2 * X0+X1.
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4. For a 4 bit number D is twice the product of the
outer pair + twice the product of the inner pair i.e
D(X3X2X1X0)
=2* X3*X0+2 * X2 * X1

The pairing of the bits 4 at a time is done for number to be

squared.
Thus D (1)=1;

D(11)=2* 1* 1,

D(101)=2* 1 * 1+0;

D(1011)=2* 1 * 142 * 1 * 0;
The proposed square architecture is an improvement over
partition multipliers in which the NXN bit multiplication
can be performed by decomposing the multiplicand and
multiplier bits into M partitions where M=N/K ( here N
is the width of multiplicand and multiplier(divisible by 4 )
and Kis a multiple of4 suchas 4, 8,12 ,16........... 4%*
n). The partition multipliers are the fastest multipliers
implemented in the commercial processors and are much
faster than conventional multipliers. In Fig. 3, the proposed
square algorithm is explained adopting the partitioning
scheme of 4 bits but improving its efficiency by applying
the Duplex property of binary numbers. The proposed
square algorithm can be generalized for any partition size.

42 ALS AL AT5 AL 411 410 49 48 AT B6 A5 b4 5540 4 4D
i) T =T
B K KL KD Mukiphord[l6 it
3 X2 KL K0 DMukplic [16big
1 H & F E D @

. | s 2Pl 10 Produt[Ebis]
Whare I3 L XLED are eachof dbis.

PARMLIEL COMPUTATION & METHODOLOGY
LDE) = KO+ =4

2 D{XIED) = 2 *HLI*HEE

3. D(EZMOEL) = 2 ¢ K2 ¢ HMELeHl=C
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Figure 3. 16x 16 bit Proposed Square Algorithm Using Duplex

Square Algorithm

V. PROPOSED TECHNIQUE FOR CALCULATING FOURTH
POWER OF A NUMBER

This Paper also proposes an algorithm for calculating the
fourth power of a number. The technique is developed as an
extension of the duplex and Anurupya Sutra of Vedic
Mathematics. If aand b are two digits, then according to
proposed technique, the number M of N bits whose 4th
power is to be calculated can be decomposed into two
number a & b of N/2 bits. Now, the 4th power of M can be
calculated as follows.

M =(a+hj'= d-4ab 6 2 +H4aktHh?

MAPLD 2005/1011



The number can again further be decomposed until one can
get the product through the smallest available 4x4 or 8x8
multiplier.

VI.  VERIFICATION AND IMPLEMENTATION

In this study, the algorithm is implemented in Verilog HDL
and logic simulation is done in Veriwell Simulator; the
synthesis and FPGA implementation is done using Xilinx
Webpack 6.1. After gate-level synthesis from high level
behavioral and/or structural RTL HDL codes, basic
schematics are optimized. The design is optimized for speed
and area using Xilinx , Device Family : VirtexE, Device :
XCV300e, Package: bg432, Speed grade: -8. The device is
made up of multiplexers and LUTs.

VII. RESULT AND DISCUSSION

The proposed square architecture achieves significant
improvement in performance over the square proposed in
[7,8]. The results have been tested for partition size of 4.
Table 1 shows the synthesis results of the square algorithm
of [7,8] and the proposed Vedic Square. For the latest Xilinx,
VirtexE family, it is observed that for 8 bit, the gate delay
of the proposed square architecture is 15.193 ns with area
of 190(device utilized) while it is 30.370 ns for the
square proposed in [7,8] with area of 177. As the operand
width is increased to 16, the gate delay of the proposed
square architecture is 23.6 ns with area of 751(device
utilized) while it is 60.646 ns for the square algorithm
proposed in [7,8] with area of 727. Table 2 shows the
synthesis results of the point doubling hardware embedding
the square architectures. When 8 bit square architecture
proposed in [7,8] is embedded in the point doubling
architectures, the delay of the point doubling hardware is
604.81 ns with area of 25599 while it is 542.35 ns with area
of 26290 for the proposed Vedic architecture. For 16 bit
square architecture proposed in [7,8] the gate delay of the
point doubling hardware was found to be 1327.809 ns with
area of 96663 , while the delay is 1207.677 ns with area of
96805 embedding the Vedic square architecture. Table-3
shows the comparison of the point doubling implementing
the proposed method of fourth power computation, with the
computation of the point doubling, using proposed square
also for computation of fourth power. When implementing
the point doubling hardware using the proposed method for
fourth power computation, for 8 bit its delay is 537.885
with area of 33828 while for 16 bit its delay is 1348.971
with area of 139059. Thus, it can be concluded that the
proposed method of fourth power computation is efficient
for only small bit sizes while for higher bit sizes, the
proposed method of square computation should be used also
for the computation of the fourth power.

VIIL

The point doubling circuitry implemented with Vedic
square algorithm exhibits improved efficiency in terms of
speed and area. In FPGA, the proposed technique for

CONCLUSION
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computation of fourth power should be used for small bit
sizes only. For higher bit sizes, it is better to perform the
fourth power operation by recursively using the proposed
square rather than directly calculating using the proposed
technique. The proposed techniques of square and fourth
power computation will be highly beneficial for low power
operation as the sub-modules can be switched on and off
based on the requirement. Due to its parallel and regular
structure the proposed architectures can be easily laid out on
silicon and can work at high speed without increasing the
clock frequency. It has the advantage that as the number of
bits increases its gate delay and area increase very slowly as
compared to point doubling circuitry employing traditional
square algorithms. It is found that the design are quite
efficient in terms of silicon area and speed and should result
in substantial savings of resources in hardware when used for
crypto and security applications.
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Table I. Comparison Results of Square

Name of Device Family Speed Cell Use
L & Device Package Estimated
Multiplier Vendor Grade Delay (ns)
Square 8x 8 Xilinx VirtexE Bg432 -8 177 30.370
Proposed by | bit
Flynn et.al Xev300e
16 x Xilinx VirtexE Bg432 -8 727 60.646
16 bit
Xcv300e
Proposed 8 x 8 Xilinx VirtexE Bg432 -8 190 15.193
Square bit
Xcv300e
16 x Xilinx VirtexE Bg432 -8 751 23.600
16 bit
Xcv300e

Table II. Comparison Results of Point Doubling

Point Doubling Using Vendor Device Package Speed Cell
Square Family Grade Use Estimated
& Delay (ns)
Device
Using 8x 8 bit Xilinx VirtexE Bg432 -8 25599 604.861
Square Xcev300e
Proposed by
Flynnetal ™76%xT6 | Xilinx VirtexE Bgd32 8 96663 | 1327.809
bit Xcev300e
Using 8 x 8 bit Xilinx VirtexE Bg432 -8 26290 542.325
Proposed Xcv300e
Square
16x 16 Xilinx VirtexE Bg432 -8 96805 1207.677
bit Xcev300e

Table III. Results of Point Doubling When Using Proposed Technique for computation of 4th Power

Point Doubling Vendor Device Package Speed Cell
Family Grade Use Estimated
& Delay (ns)
Device
Using 8 x 8 bit Xilinx VirtexE Bg432 -8 26290 542.325
Proposed Xcev300e
Square
16x 16 Xilinx VirtexE Bg432 -8 96805 1207.677
bit Xcv300e
Using 8 x 8 bit Xilinx VirtexE Bg432 -8 33828 537.885
Proposed Xcv300e
Fourth
Power
Technique 16x 16 Xilinx VirtexE Bg432 -8 139059 1348.971
bit Xcv300e
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